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U.S. Regulatory Issues for Consideration By Zcash Shielded Assets Issuers  
 

This report is funded by Zcash Community Grants 
 

 
This white paper is intended to provide Zcash Shielded Asset (“ZSA”) issuers1 with an 
understanding of certain United States (“U.S.”) regulatory issues that may arise in connection with 
issuing ZSAs. Specifically, this white paper addresses relevant issues under the federal money 
transmitter laws, state money transmitter laws, Office of Foreign Assets Control (“OFAC”) 
sanctions, and federal and state securities laws.2     
 
This white paper is funded by the Zcash Community Grants committee, and is provided with 
support from the Zcash Foundation and the law firm Steptoe LLP. This white paper, published 
September 9, 2024, is intended for informational purposes only to assist ZSA issuers in gaining a 
general understanding of certain of the legal regimes they should consider before launching a ZSA. 
The effectiveness of potential risk mitigation efforts identified herein will depend on the particular 
facts and circumstances of each ZSA issuance and on the extent to which federal and state 
regulators understanding and interpretation of blockchain technology continues to evolve.  No 
specific risk mitigation effort or combination of mitigations described herein is assured to address 
any particular regulator’s concerns. Nothing in this white paper should be construed as legal advice 
or opinion with respect thereto. Nothing in this white paper establishes an attorney client 
relationship between you and Steptoe LLP. You should consult your own attorney and, with 
counsel, conduct your own assessment of the facts and the relevant authorities rather than relying 
on this white paper for your own compliance determinations or for any other purpose.  Steptoe 
LLP has no obligation to update this document or notify you of any changes in law, or if any 
matters come to our attention that might affect the continuing validity of any statements or 
conclusions contained in this white paper.   
 
This white paper addresses only the issuance of ZSAs and does not address other activities 
involving ZSAs, which may have different or additional legal considerations. 
 
 
 
 

 
1 This white paper uses the terms “ZSA Issuer” to refer to a person that mints and transfers ownership of a ZSA.  
The term is not meant to suggest the applicability of the U.S. securities laws, or any other U.S. regulatory scheme, to 
a particular ZSA distribution.  As discussed throughout this memo, the applicability of a U.S. regulatory scheme will 
depend on the particular facts and circumstances of the transaction.    
 
2 Other U.S. and non-U.S. laws may apply to the activities of ZSA issuers. Issuers should work with counsel to 
identify those additional legal regimes, which may vary depending on the facts of a given ZSA issuance. 
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I. Executive Summary 
 
The United States has not adopted a comprehensive regulatory framework for digital assets.  
Issuers of tokens, including issuers of ZSAs, should therefore consider a number of U.S. regulatory 
regimes that could be applicable depending on the specific facts and circumstances. Among other 
potentially applicable regimes, these include regulations regarding anti-money laundering 
(“AML”), economic sanctions, and securities.  
 
With respect to AML rules, the Financial Crimes Enforcement Network (“FinCEN”) within the 
U.S. Department of the Treasury has issued guidance indicating that certain token issuers may be 
considered money transmitters, a category of money services businesses (“MSBs”). MSBs are 
required to register with FinCEN and to comply with FinCEN’s AML requirements. Whether a 
given token issuer is considered an MSB will depend on a number of factors including the specific 
asset being issued, the manner of the issuance, and the location of the relevant activity, among 
others. The privacy-enhanced nature of the Zcash blockchain could present a number of unique 
considerations for issuers seeking to comply with FinCEN rules, given the more limited 
information available as compared to public blockchains. MSB issuers of ZSAs will want to 
consider how they can account for the privacy-enhanced nature of the Zcash blockchain as part of 
their compliance policies and procedures. 
 
In addition to the federal rules promulgated by FinCEN, almost every U.S. state maintains its own 
state money transmitter law, requiring money transmitters (as defined in the applicable state 
statute) to obtain a license before operating in the state, including selling tokens to persons in the 
state, and to comply with various ongoing regulatory requirements. The states vary considerably 
in how their statutes are written and interpreted. For example, some state statutes do not apply to 
activity occurring entirely in digital assets and only regulate conduct involving fiat currency. On 
the other hand, some states explicitly require a license to issue digital assets. While many states 
have a single money transmitter statute, several states have adopted digital asset-specific statutes 
– for example, New York’s BitLicense. Whether a license is required will turn on many factors 
including the nature of the digital asset, the nature of the issuance, and the state’s statute, among 
others. The privacy-enhanced nature of the Zcash blockchain could lead to additional questions 
from regulators during the licensing process and may require different or additional compliance 
measures as compared to issuers using public blockchains.  
 
Digital asset issuers should also be cognizant of U.S. economic sanctions, which apply to all U.S. 
persons and persons acting within the United States, regardless of whether that person is an MSB 
or holds any state money transmitter licenses. As detailed below, U.S. economic sanctions can also 
apply to persons acting outside of the United States in a number of situations. Therefore, all issuers 
should consider the economic sanctions risks posed by their contemplated activity and consider 
the appropriate measures to mitigate that risk. The privacy enhanced-nature of the Zcash 
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blockchain may warrant different or additional compliance measures as compared to public 
blockchains.  
 
The federal and state securities laws are triggered when a digital asset is sold pursuant to a 
securities transaction. Typically the analysis focuses on whether the digital asset is sold pursuant 
to an investment contract, which courts define as a (1) a contract, transaction, or scheme, (2) 
whereby a person invests money, (3) in a common enterprise, (4) with a reasonable expectation of 
profits to be derived from the efforts of others. This test requires an analysis of the economic reality 
of the relevant transaction and may result in a digital asset being sold pursuant to an investment 
contract in one context, but not in another context. Determining whether an investment contract 
exists, or continues to exist, requires a difficult and complex analysis of the particular facts and 
circumstances of each transaction or series of transactions. ZSA issuers should consider a number 
of factors detailed below, including the manner in which the ZSA will be distributed, the 
communications to ZSA holders and the public, and any economic attributes associated with the 
ZSA.   
 
II. Background on the Zcash Protocol and ZSAs 

 
a. Zcash Protocol  

Zcash is a layer one blockchain protocol (the “Zcash blockchain”) that uses zero-knowledge proofs 
to shield transactions and preserve privacy while maintaining the decentralized nature of the 
blockchain. As a digital currency and a store of value, Zcash allows users the option to keep their 
financial information either shielded or transparent and visible to the public. ZEC is the native 
token of the Zcash blockchain.   

Launched in 2016, Zcash was invented by a group of scientists and brought to life by the Electric 
Coin Company (“ECC”). The Zcash Foundation (“ZF”), a separate and independent entity from 
ECC founded in 2017, is a non-profit organization that builds financial privacy infrastructure for 
the public good, primarily serving users of the Zcash protocol and blockchain. ECC, ZF and other 
organizations contribute to the ongoing improvement of the Zcash blockchain and seek to ensure 
that the Zcash blockchain and the open network it powers remain decentralized and diverse.  
Anyone can interact with the Zcash blockchain on the same terms; it is a decentralized blockchain 
and not controlled by anyone.   

The Zcash blockchain allows the generation of multiple types of addresses. Transparent addresses 
or “t-addresses” can be tracked on the Zcash blockchain in a public manner similar to other public 
blockchains like Bitcoin and Ethereum. The balance of a t-address and the details of transactions 
between t-addresses are visible on the blockchain. Shielded addresses or “z-addresses” can be used 
to “shield” funds from public visibility. The balance of a z-address is private, and the details of 
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transactions between z-addresses are not visible on the public blockchain. A transaction between 
a t-address and a z-address will be partially visible on the blockchain.  

Zcash users can also use “unified addresses” or “UAs,” which make Zcash easier to use by 
removing the complexity of multiple address types and increasing interoperability between 
shielded-only applications and transparent-only applications. A UA is similar to a universal travel 
adapter that lets users plug into different sockets—it is a single address that works across all Zcash 
applications, both transparent and shielded. If a wallet supports a UA, any ZEC received by the 
wallet can be automatically shielded, regardless of the type of wallet that sent the ZEC. When 
sending ZEC from a wallet that supports UAs, the address will remain shielded even if the 
receiving wallet only supports transparent addresses. 

The proof-of-work consensus mechanism incentivizes miners to validate transactions and secure 
the network. Miners that solve difficult math problems are rewarded by the protocol with 
transaction fees and newly minted ZEC. Anyone with the proper equipment can participate in the 
consensus mechanism as a miner.  

Updates and improvements to the blockchain are proposed according to the Zcash Improvement 
Process (“ZIP”), an open venue and structure for collectively evaluating changes to the protocol.  
Anyone can propose new features, specify implementation details of a proposed feature, collect 
community input on the proposal, and document design decisions. Changes to the protocol are 
ratified on-chain when the majority of the network adopts the upgrade.  

b. ZSAs 

ZSAs will be custom assets that anyone can issue on the Zcash blockchain. As described below, 
anyone desiring to mint ZSAs will interact directly with the OrchardZSA extension for Orchard.  
Neither ZF nor ECC will have any involvement in any person’s interaction with the OrchardZSA 
extension. ZSAs will support a wide range of assets, including wrapped BTC (or other digital 
assets defined outside of the Zcash blockchain), non-fungible tokens (“NFTs”), governance 
tokens, and more. Once issued, ZSAs will be able to take advantage of the privacy-preserving 
features of ZEC, described above, and will be accessible to any wallet or node on the Zcash 
network. 

ZSAs can be issued in a limited or unlimited manner. If a full issuance has occurred, the issuance 
will be finalized and no new tokens can be issued. Multiple asset types may be issued in a single 
transaction. Additionally, ZSAs can be burned, if needed by the application logic. For example 
ZSAs can be used for a wide range of activities such as medical prescriptions, event tickets, or in-
game items, among other time-limited use cases. The burn mechanism is transparent so that the 
total supply of ZSAs can be tracked. 
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Anyone will be able to issue ZSAs by using a Zcash wallet via the command line interface. The 
ZSA Protocol will generate two keys: the issuance authorizing key and the issuance validating 
key. The issuance authorizing key authorizes the issuance of asset identifiers, and is only used by 
that issuer. The issuance validating key is used to validate issuance transactions. This key is used 
to validate the issuance of asset identifiers by a given issuer, and is used by all blockchain users to 
associate the assets in question with the issuer. To further enhance network integrity, the initial 
ZSA issuance will require a fee paid in ZEC to participating miners, which has the effect of 
discouraging malicious activities on the Zcash blockchain.  

Initial minting of ZSAs will not be shielded, meaning the amount of the asset generated, the asset 
identifier, any unencrypted notes, and the initial recipient addresses will be  public, whether the 
issuance is finalized or not. This will allow the total supply of the ZSA to be known and tracked. 
Subsequent transfers from the person minting the ZSAs can be completed in a shielded manner by 
first transferring the ZSAs to a shielded wallet and then conducting further shielded transactions.   

This white paper only addresses the considerations associated with the issuance of ZSAs, it does 
not address other uses of ZSAs such as swap transactions or the use of ZSAs by exchanges or in 
decentralized finance (“DeFi”) protocols.   

III. Federal Money Transmitter Laws 
 

a. Legal Background 
 
Pursuant to the Bank Secrecy Act (“BSA”), the U.S. Department of the Treasury’s Financial 
Crimes Enforcement Network (“FinCEN”) is principally responsible for promulgating and, in 
certain circumstances, enforcing the U.S. anti-money laundering (“AML”) legal regime. FinCEN 
regulations imposing various AML-related requirements apply to U.S. “financial institutions.”3 
The definition of financial institution includes money services businesses (“MSBs”), which are 
defined as “a person wherever located doing business, whether or not on a regular basis or as an 
organized or licensed business concern, wholly or in substantial part within the United States, in 
one or more” specifically enumerated capacities.4 One type of MSB, and the type most commonly 
applicable in the digital asset sector, is a “money transmitter.” A money transmitter is defined as 
a “person engaged in the transfer of funds” or a person providing “money transmission services.”5 
Money transmission services are defined as “the acceptance of currency, funds, or other value that 
substitutes for currency from one person and the transmission of currency, funds, or other value 
that substitutes for currency to another location or person by any means.”6   

 
3 31 CFR § 1010.100(t). 
4 31 CFR § 1010.100(ff). 
5 31 CFR § 1010.100(ff)(5)(i). 
6 Id. 
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If a person is a money transmitter, then the applicable regulations require, among other measures: 

1. Registration with FinCEN as an MSB; 
2. Adoption, implementation, and maintenance of an effective and written AML 

compliance program that is commensurate with the risks posed by the business 
activities; 

3. Incorporation of policies, procedures, and internal controls to file required reports, 
including Suspicious Activity Reports (“SARs”); 

4. Designation of a compliance officer responsible for AML operations; 
5. Provision of education and training to personnel about AML operations; and 
6. Provision of an independent review to audit the AML program.7 

 
b. Application of Federal Money Transmitter Regulations to CVC 

 
In 2013, FinCEN issued guidance addressing the administration, exchange, and use of “convertible 
virtual currency” (“CVC”) (the “2013 Guidance”).8 The 2013 Guidance defines CVC as “virtual 
currency” that “either has an equivalent value in real currency, or acts as a substitute for real 
currency.”9 Virtual currency is defined as “a medium of exchange that operates like a currency in 
some environments, but does not have all the attributes of real currency. In particular, virtual 
currency does not have legal tender status in any jurisdiction.”10   

 
According to the 2013 Guidance: 

● A user is “a person that obtains virtual currency to purchase goods or services.” 
● An exchanger is “a person engaged as a business in the exchange of virtual currency for 

real currency, funds, or other virtual currency.” 
● An administrator is “a person engaged as a business in issuing (putting into circulation) a 

virtual currency, and who has the authority to redeem (to withdraw from circulation) such 
virtual currency.”11 

 
7 See generally, 31 CFR § 1022.210. Entities not meeting these requirements may face civil and criminal 

penalties. Foreign entities with deficient AML/countering financing of terrorism programs risk being labeled a 
financial institution of primary money laundering concern under Section 311 of the USA PATRIOT Act.   

8 U.S. Dep’t of the Treasury, Fin. Crimes Enf’t Network, Guidance, FIN-2013-G001, Application of 
FinCEN’s Regulations to Persons Administering, Exchanging, or Using Virtual Currencies (Mar. 18, 2013), 
available at https://www.fincen.gov/statutes_regs/guidance/pdf/FIN-2013-G001.pdf. 

9 Id. 
10 Id.  
11 FinCEN guidance has clarified that it is not necessary for an administrator to actually have the power to 

remove virtual currency from circulation so long as it could have programmed that functionality prior to the 
currency’s issuance had it chosen to do so.  U.S. Dep’t of the Treasury, Fin. Crimes Enf’t Network, Guidance, FIN-
2019-G001, Application of FinCEN’s Regulations to Certain Business Models Involving Convertible Virtual 
Currencies (May 9, 2019) at fn 76, available at https://www.fincen.gov/sites/default/files/2019-
05/FinCEN%20Guidance%20CVC%20FINAL%20508.pdf [hereinafter “FinCEN 2019 Guidance”] (stating 

https://www.fincen.gov/statutes_regs/guidance/pdf/FIN-2013-G001.pdf
https://www.fincen.gov/sites/default/files/2019-05/FinCEN%20Guidance%20CVC%20FINAL%20508.pdf
https://www.fincen.gov/sites/default/files/2019-05/FinCEN%20Guidance%20CVC%20FINAL%20508.pdf
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Exchangers and administrators of CVC are generally considered money transmitters, while users 
are not. 
 
FinCEN issued additional guidance in 2019 (the “2019 Guidance”), which discusses the 
application of FinCEN regulations to common CVC business models, including certain token 
issuers, and largely reaffirms and builds upon its 2013 guidance. 
 

c. Application of FinCEN Rules to Issuers of Digital Tokens 
 
FinCEN’s 2019 Guidance contains a detailed discussion of initial coin offerings (“ICOs”). While 
ICOs are a less common business model today than in 2019, the discussion of ICOs remains 
FinCEN’s most detailed guidance for token issuers to date, making it important for issuers 
regardless of whether a token is being issued as part of an ICO or another issuance model. 
 
First, the 2019 Guidance highlights that “[w]hether an ICO is subject to BSA obligations is a matter 
of facts and circumstances,” meaning it is particularly important to conduct a fact specific analysis 
and to obtain legal advice on the specific facts and circumstances of a given project.12 
 
The 2019 Guidance explains that sellers of CVC to investors or other categories of buyers as part 
of an initial issuance of a token will generally result in the seller of the CVC being “a money 
transmitter, acting in the role of administrator, because at the time of the initial offering the seller 
is the only person authorized to issue and redeem (permanently retire from circulation) the new 
units of CVC.”13 This is true regardless of whether the “exchange of CVC for another type of 
value” is “instantaneous or deferred to a later date” and regardless of whether the CVC and its 
application or platform is “already operational” or the seller intends “to use the value received 
from the sale, in whole or in part, to develop such CVC, application, or platform.”14  
 
The 2019 Guidance further explains: 
 

The status of the seller as a money transmitter is not impacted by the coordinated 
or simultaneous sales; the timing of acceptance of one type of value and 
transmission of the other type (i.e., whether the exchange happens instantaneously 

 
“[w]hether by contractual agreement or business strategy an administrator declines to exercise such authorities is not 
relevant to the person’s status as a money transmitter”). 

12 FinCEN 2019 Guidance, at pg. 24. 

13 Id. at pg. 25. 

14 Id. 
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or at a later date); or by the fact that the payment system may migrate from one 
operational status to another at any point in its lifetime (for example, changing 
from a centralized, administrator-controlled system at origin to a decentralized, 
protocol-driven system after the initial sale).15 

 
The 2019 Guidance goes on to lay out certain scenarios in which issuers may not be MSBs. First, 
it explains, “a person involved in ICO fundraising activity as issuer, intermediary, or investor that 
is a bank, foreign bank, or a person registered with, and functionally regulated or examined by the 
[Securities and Exchange Commission (“SEC”)] or [Commodity Futures Trading Commission 
(“CFTC”)] will not be an MSB under FinCEN regulations. The person’s AML obligations will 
flow from FinCEN regulations governing those types of financial institutions.”16 Second, the 2019 
Guidance explains that persons issuing tokens that do not constitute CVC as part of a fundraising 
process would generally not be MSBs.17 Examples of such activity might involve issuing a digital 
token that represents an underlying securities interest, such as an equity or debt interest. 
 
Finally, the 2019 Guidance briefly addresses creators of CVC issuing tokens outside the 
fundraising context, explaining: “The creators of a CVC sometimes issue (or ‘pre-mine’) a certain 
number of CVC units in advance and then either distribute those units as payment for goods or 
services or repayment of obligations (such as amounts owed to project investors), or sell the units 
against currency, funds or another type of CVC once a market is established.”18 In this case, 
whether the person is an MSB depends on what they do with the pre-mined tokens. If, for example, 
the creator uses the tokens solely to purchase goods or services on its own behalf the person would 
be acting as a user and not a money transmitter. On the other hand, in the more common scenario 
where the creator sells such tokens for another form of value or otherwise engages in conduct 
considered money transmission the creator would be an MSB.19 
 

d. Jurisdictional Reach of FinCEN Rules 
 
To fall within FinCEN’s jurisdiction, a foreign located MSB must do business, “whether or not on 
a regular basis or as an organized or licensed business concern, wholly or in substantial part within 

 
15 Id. at pg. 26 

16 Id. 

17 Id. 

18 Id. 

19 Id. 
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the United States”20 (emphasis added). There is limited guidance with respect to FinCEN’s 
jurisdictional approach to MSB’s and its interpretation of the term “in substantial part.”   
 
Following the expansion of the AML regime under the USA PATRIOT Act of 2001, FinCEN 
published a proposed rule on May 12, 2009 seeking comments on whether foreign principals of 
MSBs engaged in MSB activities with U.S. persons or residents through U.S. agents or through a 
U.S. bank account should be subjected to the BSA and its implementing regulations.21 FinCEN 
proposed that a person should qualify as an MSB based on its activity within the U.S. regardless 
of whether it had a physical presence in the U.S. 
 
On July 11, 2011, FinCEN published a final rule revising the definition of MSB to include “a 
person, wherever located or doing business, whether or not on a regular basis or as an organized 
or licensed business concern” that does business in one or more capacities “wholly or in substantial 
part within the United States.”22  The rule states that “[t]his includes but is not limited to 
maintenance of each agent, agency, branch, or office within the United States.”23   
 
In the Federal Register notice promulgating the final rule, FinCEN noted that “[w]hether or not a 
foreign-located person’s MSB activities occur within the United States depends on all of the facts 
and circumstances of each case, including whether persons in the United States are obtaining MSB 
services from the foreign-located person, such as sending money to or receiving money from third 
parties through the foreign located person.”24   
 
On February 15, 2012, FinCEN published an advisory ruling entitled Foreign-Located Money 
Services Businesses that provides further guidance on the application of the regulations to foreign-
located persons.25 The ruling explains that “[r]elevant factors include whether the foreign-located 
person, whether or not on a regular basis or as an organized or licensed business concern, is 
providing services to customers located in the United States.”26 
 

 
20 31 C.F.R. § 1010.100(ff). 

21 74 Fed. Reg. 22129 at 22129–22142. 

22 76 Fed. Reg. 43585 at 43585–43597. 

23 76 Fed. Reg. 43585 at 43585–43597. 

24 76 Fed. Reg. 43585 at 43588. 

25 U.S. Dep’t of the Treasury, Fin. Crimes Enf’t Network, Advisory, Foreign-Located Money Services 
Business (Feb. 15, 2012), available at https://fincen.gov/resources/advisories/fincen-advisory-fin-2012-a001. 

26 Id.  

https://fincen.gov/resources/advisories/fincen-advisory-fin-2012-a001
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Additionally, as reflected in FinCEN commentary on the final rule published in 2011, where a 
foreign-located person does business “through a U.S. bank account” when undertaking money 
transmitter services, then it also could be subjected to FinCEN’s MSB obligations. 
 

e. FinCEN Considerations for ZSA Issuers 
 
ZSA issuers should obtain legal advice regarding their specific project and whether issuance of a 
ZSA could cause them to be considered an MSB. The following are certain factors that issuers 
should consider when working with counsel: 
 

● Is your ZSA CVC? 
o Because ZSAs can be issued for a wide range of uses, including things such as 

governance tokens and NFTs, it is important to consider if a given ZSA constitutes 
CVC. If a given ZSA is not CVC, for example because it does not have “value in 
real currency” or act “as a substitute for real currency,” then issuing such a token 
may not implicate FinCEN’s MSB rules. The Department of the Treasury has 
issued guidance indicating that NFTs that are “unique, rather than interchangeable, 
and that are used in practice as collectibles rather than as payment or investment 
instruments” would generally not be considered CVC.27 

● Is your ZSA being issued in the U.S.? 
o As outlined above, depending on the location of the issuer and of the purchasers or 

recipients of a ZSA, among other factors, it is possible that the activity in question 
will be outside FinCEN’s jurisdiction because the activity is not occurring “in 
substantial part” within the U.S. Issuers relying on such jurisdictional arguments 
should carefully consider the location of the issuer, the location of the purchasers, 
the location of any technology being used (e.g., servers underpinning the issuance), 
and the location of any wallets or bank accounts being used, among other 
considerations. 

● Is your ZSA being issued in conjunction with a partner BSA-regulated financial 
institution? 

o In certain circumstances a token may be issued by or in partnership with a BSA-
regulated financial institution. For example, a software company might develop a 
token and license the intellectual property rights to a regulated digital asset 
exchange which in turn makes the token available for sale to the public. In such 
circumstances, the creator of the token (i.e., the software company) may not be a 

 
27 U.S. Dep’t of the Treasury, Study of the Facilitation of Money Laundering and Terror Finance Through 

the Trade in Works of Art, at 26 (Feb. 2022), available at 
https://home.treasury.gov/system/files/136/Treasury_Study_WoA.pdf. This report specifically discusses whether 
NFTs are “virtual assets” under international standards promogulated by the Financial Action Task Force. However, 
the same logic is likely generally applicable to the U.S.-specific definition of CVC. 

https://home.treasury.gov/system/files/136/Treasury_Study_WoA.pdf
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money transmitter provided that the issuance mechanism and associated 
agreements are structured in such a way that the software developer does not meet 
the criteria for an MSB under FinCEN’s rules. 

● Is your ZSA being offered in exchange for value? 
o FinCEN has not issued specific guidance on the application of its rules to airdrops 

and similar mechanisms in which the issuer may not receive any value from the 
distribution of the tokens. Where the issuer is providing a token for free and is doing 
so at its own discretion (i.e., not because it is contractually obligated to provide the 
tokens to the recipient in exchange for some form of value from the recipient) such 
a structure may not be considered money transmission, depending on the facts and 
circumstances. Again, this is an area where there is no explicit guidance from 
FinCEN and, therefore, it will be critical to assess the specific facts and 
circumstances of your project with counsel.  

● If you are an MSB, what ZSA specific considerations should be built into your 
compliance program? 

o If an issuer is an MSB they will need to register with FinCEN and comply with a 
variety of ongoing AML compliance obligations. In building out a compliance 
program, it will be important to take into account the specific characteristics of the 
relevant token(s) and of ZSAs generally. In particular, the privacy-enhanced nature 
of ZSAs may require different or additional compliance measures as compared to 
tokens issued on public blockchains. For example, many digital asset MSBs will 
use blockchain analytics to analyze the movement of tokens and wallet addresses 
on the public blockchain to determine if they should interact with a given wallet or 
if they should file a SAR on a given transaction. Because the Zcash blockchain 
permits shielded transactions not visible on the public blockchain, such traditional 
measures may not be readily available and an MSB may need to consider alternative 
methods to mitigate any AML-related risks that might arise due to the private nature 
of the blockchain. There are a wide range of measures that an MSB could consider 
taking and the right mix of measures will depend on the specific project in question. 
For example, an MSB might consider: conducting enhanced due diligence on 
customers; dealing with customers only in lower risk jurisdictions; dealing only 
with large, institutional customers; imposing transaction value limits; dealing only 
with transparent addresses (rather than shielded addresses); or requiring access to 
viewing keys associated with shielded addresses, among others.28 Multiple 
measures, used in combination, may be necessary to appropriately mitigate the risk, 
with the right mix of measures depending in significant part on the facts and 
circumstances of the project in question. 

 
28 See generally, Electric Coin Co., Blog Post: Explaining viewing keys (May 18, 2020), available at 

https://electriccoin.co/blog/explaining-viewing-keys-2/.  

https://electriccoin.co/blog/explaining-viewing-keys-2/
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o MSBs should undertake a detailed “risk assessment” of their contemplated business 
activities, including, among other factors, the AML risks posed by ZSAs and the 
unique privacy-enhancing features of ZSAs. Carefully documenting that an MSB 
has identified and considered such risks and implemented appropriate measures to 
mitigate such risks is an important factor in ensuring the MSB’s AML program is 
reasonably designed to promote compliance with FinCEN rules and is appropriately 
risk-based, as required by the regulations. A number of recent FinCEN enforcement 
actions have highlighted that MSBs should consider dealings in “anonymity-
enhanced coins” or “AECs” to be higher risk from an AML perspective and should 
carefully implement and document the mitigation measures taken to address such 
risks. Fortunately, there are a wide range of measures that MSBs can consider, as 
detailed above. Certain of those measures take advantage of the unique features of 
ZSAs that allow for additional visibility into transactions in certain contexts, while 
other measures, such as enhanced due diligence, are measures broadly available 
across digital asset types.  

o MSBs should consider whether and how issuing ZSAs will impact their ability to 
comply with various recordkeeping and reporting requirements. In many cases the 
privacy-enhanced nature of ZSAs will not materially impact compliance, but in 
other cases MSBs may need to undertake some additional or creative measures to 
ensure compliance. For example, if MSBs engage in ZSA transactions implicating 
the “travel rule” they will need to consider whether their travel rule solution 
supports transfers on the Zcash blockchain and whether any additional measures 
are warranted.29 It may be possible to use the “memo” functionality of ZSAs to 
transmit information to a recipient to support travel rule compliance.   

o Overall, FinCEN has stated that “a money transmitter cannot avoid its regulatory 
obligations because it chooses to provide money transmission services using 
anonymity-enhanced ” digital assets.   Therefore, it is important for an MSB to 
ensure it can meet its full range of compliance obligations even when dealing with 
a privacy-enhanced token.  Moreover, there is no assurance that adopting some or 
all of the mitigations described above will be deemed sufficient by FinCEN. 
 

 
IV. State Money Transmitter Laws 

 
a. Legal Background 

 

 
29 The travel rule requires financial institutions involved in a transmittal of funds to obtain certain 

identifying information about the transmitter and recipient and to pass that information to the next institution in the 
transfer chain. Issuers of ZSAs could be required to comply with the travel rule if they are sending ZSAs to another 
financial institution on behalf of a purchaser or recipient. Sending tokens to self-hosted wallets would not typically 
trigger the travel rule. 
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In addition to the federal regulatory regime applicable to MSBs, nearly every U.S. state has a state 
money transmitter law requiring entities to obtain a money transmitter license before conducting 
money transmission activities in the state (including serving residents of the state from a location 
outside of the state). Unlike the FinCEN regime, which requires a relatively short registration (and 
then ongoing compliance with its rules), the state money transmitter regimes require formal license 
applications that can take many months to be processed and can be costly to prepare and apply for.  
 
While each state statute is worded somewhat differently and must be independently assessed, 
money transmission is often defined to include activities such as “engaging in the business of: (1) 
Selling or issuing payment instruments in the State; (2) Selling or issuing stored value to a person 
located in the State; or (3) Receiving money or monetary value for transmission from a person 
located in the State.”30 Terms such as “payment instrument” and “monetary value” are also defined 
in many state statutes. For example, Hawaii defines a “payment instrument” as “any electronic or 
written check, draft, money order, traveler's check, or other electronic instrument or written 
instrument or order for the transmission or payment of money, sold or issued to one or more 
persons, whether the instrument is negotiable” and defines “monetary value” as “a medium of 
exchange, whether or not redeemable in money.”31 
 
The states vary widely in how they interpret money transmitter statutes. For example, some states 
do not regulate transactions involving only digital assets (i.e., no fiat currency), while other states 
do cover such dealings. In addition, some state money transmitter laws apply only when an entity 
is acting in a broker-like capacity where it is intermediating between a buyer and a seller and not 
when an entity is acting in a dealer-like capacity by selling digital assets from its own store.32  
 
While many states have issued guidance specifically on digital assets, many other states do not 
have specific guidance. As such, in certain states it may be relatively clear whether the regime 
applies to the issuance of digital assets, but in other states it may be unclear and may require 
interaction with the relevant state regulator. 

 
30 Haw. Rev. Stat. Ann. § 489D-4. An entity that advertises or holds itself out as providing money 

transmission services may also require a license in certain states based on such public representations. 

31 Id. 

32 For example, according to the Illinois Department of Financial and Professional Regulation, “Exchange 
involving both digital currency and money through a third party exchanger is generally considered to be money 
transmission … In a typical transaction, the buyer of digital currency sends money to the exchanger who holds the 
funds until it determines that the terms of the sale have been satisfied before transmitting the funds to the seller.”  
Illinois Dep’t of Financial & Professional Regulation, Digital Currency Regulatory Guidance 6 (June 13, 2017).  
Conversely, the Illinois Department of Financial and Professional Regulation explains that the “[e]xchange of digital 
currency for money directly between two parties does not qualify as money transmission. This is essentially a sale of 
goods between two parties .… The seller does not receive money with the intent to transmit it to another entity or 
‘engage in the business of exchanging, for compensation, money of the United States Government or a foreign 
government to or from money of another government.’” Id. 
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A number of states, including New York, California, and Louisiana, have also adopted digital 
asset-specific state licensing regimes. For example, under New York’s BitLicense regime, a person 
engaged in the below activities involving New York or New York residents is required to obtain a 
license: 
 

• receiving Virtual Currency for transmission or transmitting Virtual Currency; 
• storing, holding, or maintaining custody or control of Virtual Currency on behalf of 

others; 
• buying and selling Virtual Currency as a customer business; 
• performing exchange services as a customer business; or 
• controlling, administering, or issuing a Virtual Currency.33 

 
Under the BitLicense regime, the term “virtual currency” is defined to include “any type of digital 
unit that is used as a medium of exchange or a form of digitally stored value. Virtual currency shall 
be broadly construed to include digital units of exchange that: have a centralized repository or 
administrator; are decentralized and have no centralized repository or administrator; or may be 
created or obtained by computing or manufacturing effort.”34 The term does not include certain 
digital assets meeting enumerated criteria in the contexts of online gaming, customer affinity or 
rewards programs, or prepaid cards. The term “issuing” is not defined in the BitLicense 
Regulations. 
 

b. State Money Transmitter Considerations for ZSA Issuers 
 
ZSA issuers should obtain legal advice regarding their specific project and whether issuance of a 
ZSA could cause them to need a state money transmitter license. The following are certain 
factors that issuers should consider when working with counsel: 
 

● Is your ZSA money, monetary value, a payment instrument, or other regulated 
instrument under state law? In states with digital asset-specific regimes, is the ZSA 
virtual currency or a similar regulated instrument? 

o As under the federal regime, an important threshold question is whether a given 
ZSA is likely to fall within the state regulatory regimes based on the nature of the 
ZSA itself. Because ZSAs can take a number of forms, including things such as 
governance tokens and NFTs, not all ZSAs may be captured by the relevant 
regulatory definitions in a given state regime. Such an analysis requires a close 

 
33 23 NYCRR 200.2.   

34 23 NYCRR 200.2.   
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assessment of a given ZSA as compared to the regulatory regimes in the states in 
which it will be offered.  

● In what states do you intend to offer a ZSA and how will you know where a recipient 
is located? 

o Because the state regimes vary significantly in terms of whether they apply to 
digital assets at all and, if so, what type of activity they regulate, it is important to 
have an understanding of the states where a given ZSA will be offered. For 
example, the regulatory requirements that apply may be significantly different if 
the purchaser or recipient of the ZSA is located in Utah versus located in New York. 
This also necessitates knowing in which state a purchaser or recipient of a token 
will be located, which may require the collection of certain location information on 
such persons.  

● If you do not want to apply for licenses, can you offer your ZSA only in states where 
licensure is not required? 

o It is often possible to limit the issuance of a token to states where a license is not 
required. A license may not be required for a number of reasons. For example, the 
state regime may not apply to digital assets at all or the regime may not apply to a 
person selling digital assets from its own store of assets, as opposed to 
intermediating between two third parties. Therefore, one strategy is to consider 
where you can lawfully issue a given ZSA without a license and limit your issuance 
only to those states. This will require knowing the location of purchasers or 
recipients of the ZSA and, therefore, may require the collection of certain location 
information. 

● Can you take advantage of other strategies to remain outside of state licensing 
requirements? 

o A number of the strategies outlined above with respect to FinCEN may also be 
applicable in the state context. For example, it may be possible to partner with a 
licensed financial institution or to issue a ZSA solely outside the U.S. 

● If you need to obtain licenses are there any ZSA specific considerations for the 
licensing process? 

o As with the federal regime, it may be necessary to take into account the unique 
aspects of a given ZSA and the Zcash blockchain generally when applying for a 
state license. Depending on the state, this can take many forms. In some states, such 
as New York, each token offered by a BitLicense holder must be specifically 
approved or the holder must have a pre-approved self-certification coin listing 
policy. In other states the requirements may be less explicit, but regulators may 
want to see that applicant policies and procedures appropriately account for the 
privacy-enhanced nature of the Zcash blockchain (see above discussion in the 
FinCEN section for additional detail). 

 



 

16 
 

V. OFAC Sanctions 
 

a. Legal Background 
 
In the U.S., most economic sanctions programs are administered by the U.S. Department of the 
Treasury’s Office of Foreign Assets Control (“OFAC”). Broadly speaking, U.S. sanctions can be 
divided into “primary” sanctions and “secondary” sanctions. Primary sanctions are applicable to 
transactions and activities with a U.S. nexus, including transactions and activities occurring in the 
U.S. or in which U.S. persons (including natural persons and entities) are involved.35 U.S. 
secondary sanctions typically apply to conduct undertaken by non-U.S. persons, even if there is 
no direct U.S. nexus, where the U.S. government has determined the conduct is counter to a U.S. 
national security and/or foreign policy interest.36   
 
Importantly, U.S. primary sanctions operate under a strict liability regime, meaning no knowledge 
or intent is necessary for a violation to arise.37 Secondary sanctions are typically discretionary and 
are most frequently imposed when OFAC determines a person’s conduct to be both knowing and 
significant. U.S. primary sanctions are enforced through civil and criminal penalties, whereas U.S. 
secondary sanctions are enforced through the imposition of sanctions on the person determined to 
have engaged in “sanctionable conduct.” 
 
At a conceptual level, it is useful to think of two general categories of primary sanctions: (1) 
sanctions imposed broadly on specific jurisdictions, and (2) sanctions targeted at specific 
“persons” (including individuals, entities, and government agencies).38 
 
Jurisdictions currently subject to comprehensive sanctions by the U.S. include Cuba, Iran, North 
Korea, Syria, the Crimea region of Ukraine, and the so-called Donetsk and Luhansk People’s 
Republics regions of Ukraine. U.S. persons are broadly prohibited from dealing with such 
jurisdictions, unless a specific exemption or license authorizes the conduct in question. U.S. 
sanctions on Russia, Belarus, and Venezuela are also extensive.  
 

 
35 Certain U.S. sanctions also apply to non-U.S. entities that are owned or controlled by a U.S. person. 

36 Non-U.S. persons can be subject to U.S. primary sanctions in a variety of circumstances where their 
conduct has only a tangential nexus to the U.S. For example, a non-U.S. person may violate U.S. primary sanctions 
if they “cause” a U.S. person to violate the sanctions or if they “conspire” to violate the sanctions, among other 
conduct.  

37 Criminal violations typically require willful conduct. 

38 In certain scenarios, a sanctions provision may fall somewhere between these extremes and be a 
“sectoral” or industry-focused provision. 
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Persons can be subject to sanctions under a variety of different sanctions programs and identified 
on lists published by OFAC or other U.S. government agencies. The most significant of these lists 
is the Specially Designated Nationals and Blocked Persons List (“SDN List”). The property and 
interests in property of persons on the SDN List must be frozen when within the U.S. or in the 
possession or control of a U.S. person, and U.S. persons are generally prohibited from dealing with 
SDNs. There are many thousands of names on the SDN List, from almost every country in the 
world. As a matter of law, entities owned 50% or more by one or more persons on the SDN List 
are also considered blocked. In many instances, non-U.S. persons dealing with SDNs can also be 
subject to the imposition of sanctions for such conduct. 
 
It is important to remember that U.S. sanctions apply to all U.S. persons or persons within the U.S. 
and are not triggered based on an entity’s status under FinCEN rules or the state money transmitter 
regimes. Therefore, a person that is not an MSB or required to hold any state licenses will still be 
subject to OFAC rules. 
 
In certain circumstances it may be possible to seek a “specific license” from OFAC to authorize 
conduct that would otherwise be prohibited under OFAC’s rules. However, it can take many 
months if not longer to receive a response from OFAC and there is no guarantee a specific license 
request will be approved. It is also possible to seek an advisory opinion from OFAC in situations 
where the law is unclear, but, again, this can be a lengthy process and could result in an unfavorable 
opinion from the agency. 
 

b. OFAC and Digital Assets 
 

OFAC has issued limited guidance on the application of its rules to digital assets, and there are a 
number of open questions regarding the scope of OFAC regulations in the digital asset space. 
However, the limited guidance available from OFAC confirms that OFAC interprets its regulations 
broadly with regard to digital assets and OFAC treats digital assets in largely the same manner as 
fiat currency.39 According to an OFAC FAQ: 
 

The obligations [for digital currency transactions and fiat currency transactions] 
are the same. U.S. persons (and persons otherwise subject to OFAC jurisdiction) 
must ensure that they block the property and interests in property of persons named 
on OFAC’s SDN List or any entity owned in the aggregate, directly or indirectly, 

 
39 See e.g., U.S Dep’t of the Treasury, Off. of Foreign Assets Control, FAQ 560 (Mar. 19, 2018), available 

at https://home.treasury.gov/policy-issues/financial-sanctions/frequently-asked-questions/ofac-consolidated-
frequently-asked-questions. 

https://home.treasury.gov/policy-issues/financial-sanctions/frequently-asked-questions/ofac-consolidated-frequently-asked-questions
https://home.treasury.gov/policy-issues/financial-sanctions/frequently-asked-questions/ofac-consolidated-frequently-asked-questions
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50 percent or more by one or more blocked persons, and that they do not engage 
in trade or other transactions with such persons.40 

 
The agency adds: “As a general matter, U.S. persons and persons otherwise subject to OFAC 
jurisdiction, including firms that facilitate or engage in online commerce or process transactions 
using digital currency, are responsible for ensuring that they do not engage in unauthorized 
transactions prohibited by OFAC sanctions.”41 

In addition to the above FAQs, OFAC has also issued guidance entitled Sanctions Compliance 
Guidance for the Virtual Currency Industry.42 This guidance reaffirms the broad approach OFAC 
takes toward the digital asset sector, highlights recent OFAC enforcement actions in the digital 
asset sector, and provides insights on structuring an OFAC compliance program for digital asset 
companies.43  
 
In many instances, OFAC will publicly list digital asset addresses, including Zcash addresses, 
known to be associated with an SDN. However, the fact that OFAC has not listed a given address 
does not mean that dealing with that address is not prohibited or does not carry sanctions risks. 
OFAC typically lists digital asset addresses to assist industry in identifying wallets known to be 
subject to blocking, but the list is not intended to be comprehensive and many (indeed most) 
wallets subject to blocking are not specifically identified by OFAC. 
 

c. OFAC Considerations for ZSA Issuers 
 
ZSA issuers should obtain legal advice regarding their specific project and how best to approach 
OFAC compliance. The following are certain factors that issuers should consider when working 
with counsel: 

● Remember that compliance obligations are broader than under FinCEN rules and 
the state money transmitter licensing regimes. 

o As noted above, OFAC rules do not depend on whether an entity is a FinCEN MSB 
or required to obtain a state money transmitter license and apply to all U.S. persons 
and persons acting within the U.S. regardless of whether they are otherwise 
registered or licensed with any applicable government authorities. 

● Remember that OFAC is a strict liability regime. 

 
40 Id. 

41 Id. 

42 U.S. Dep’t of the Treasury, Off. of Foreign Assets Control, Sanctions Compliance Guidance for the 
Virtual Currency Industry (Oct. 2021), available at https://ofac.treasury.gov/media/913571/download?inline.  

43 The OFAC guidance also addresses a number of other topics such as how to block virtual currency and 
how to make voluntary self-disclosures to OFAC. 

https://ofac.treasury.gov/media/913571/download?inline
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o Because OFAC is a strict liability regime, persons who violate OFAC rules will not 
be able to avoid penalties by claiming they had no knowledge or awareness of the 
conduct at issue or that they implemented risk management measures. Therefore, 
while OFAC does not affirmatively require the maintenance of an OFAC 
compliance program, it would be prudent for ZSA issuers to consider how they can 
best mitigate any potential sanctions risks and to implement a compliance program, 
as outlined in the Sanctions Compliance Guidance for the Virtual Currency 
Industry. 

● Remember that OFAC rules do not depend on whether a ZSA is CVC, “virtual 
currency,” or other type of regulated instrument. 

o OFAC rules are not triggered based on the nature of the economic instrument in 
question and, therefore, the fact that a given ZSA may not be considered CVC by 
FinCEN or fall within any category of regulated instrument under a state regime is 
not relevant to whether OFAC rules apply. 

● Remember that non-US persons can face significant OFAC sanctions risks even if 
operating primarily or entirely outside of the U.S. 

o While OFAC’s primary sanctions apply to U.S. persons and persons acting within 
the U.S. there are a number of theories under which OFAC can assert jurisdiction 
over persons acting primarily outside the U.S. For example, if a non-U.S. person 
sent a ZSA token in which an SDN had an interest to a U.S. person this may 
constitute a violation on the part of the U.S. person and on the non-U.S. person for 
having “caused” the U.S. person to violate OFAC sanctions. 

o Regardless of whether OFAC primary sanctions jurisdiction exists, ZSAs issuers 
should be mindful of OFAC secondary sanctions, which require no U.S. 
jurisdictional nexus and can be applied to any person wherever located that is 
determined to have engaged in sanctionable conduct.  

● ZSA issuers should take into account the unique aspects of their token and the Zcash 
blockchain when developing an economic sanctions compliance program. 

o While not specifically required by OFAC, for the reasons outlined above it is 
typically prudent for a token issuer to adopt a risk-based economic sanctions 
compliance program. Companies with robust and well-implemented compliance 
programs may also receive significant mitigation credit should an issue later arise.44 
In developing a sanctions compliance program it is necessary for the program to be 
scoped to the specific sanctions risks presented by the business activities in 
question. As described above with respect to AML, because the Zcash blockchain 
permits shielded transactions not visible on the public blockchain certain of the 
tools available in other digital asset contexts (such as blockchain analytics) may be 
of more limited use. Therefore, ZSA issuers should consider use of alternative tools 

 
44 31 C.F.R. Part 501, Appendix A. 
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such as enhanced customer due diligence; dealing with customers only in lower risk 
jurisdictions; dealing only with large, institutional customers; use of only 
transparent addresses, or use of viewing keys. The right combination of measures 
will depend on the specific ZSA project in question and the risks posed by the 
project. 

o As with AML programs, an OFAC compliance program should be based on a 
detailed risk assessment, which should take into account the unique features and 
OFAC sanctions risks of a given ZSA and carefully document the various measures 
the issuer has taken to mitigate such risks.   

 
VI. Securities Laws 

 
a. Legal Background 

 
Under the federal securities laws, any offer or sale of securities in the U.S. must either be registered 
under the Securities Act of 1933, as amended (the “Securities Act”) or qualify for an exemption 
from registration. The registration provisions require the disclosure of certain information to 
investors, including audited financial statements, and such information must be complete and not 
materially misleading.45 There are a number of exemptions available to issuers of securities, with 
each exemption varying in the amount that can be raised, the types of investors that can participate, 
disclosure requirements, and restrictions on resale.46 For example, the most commonly used 
exemption, Rule 506(b) of Regulation D, permits an issuer to raise an unlimited amount of funds 
from an unlimited number of accredited investors and requires a Form D notice filing to be made 
with the SEC (also referred to as the “Commission”).       
 
The threshold issue for whether the securities laws apply is whether a security is being offered and 
sold. Section 2(a)(1) of the Securities Act defines “security” to include a number of financial 
instruments such as stocks, bonds, as well as securities that take the form of more unique 
instruments that may be characterized as “investment contracts.” Investment contracts are defined 
by the U.S. Supreme Court’s holding in S.E.C. v. W.J. Howey Co., which requires the following 
elements to be present: (1) a contract, transaction, or scheme, (2) whereby a person invests money, 
(3) in a common enterprise, (4) with a reasonable expectation of profits to be derived from the 
efforts of others.47 Through more than seventy years of case law, courts have found securities 

 
45 See e.g., Form S-1 Registration Statement, https://www.sec.gov/files/forms-1.pdf.   

46 See e.g., SEC Education: Exempt 
Offerings,https://www.sec.gov/education/capitalraising/exemptofferings.  

47 328 U.S. 293 (1946).   

https://www.sec.gov/files/forms-1.pdf
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transactions relating to schemes involving the sale of assets ranging from real estate to chinchillas, 
and even to whiskey receipts.48      
 

b. Securities Laws and Digital Assets 
 
The SEC first asserted that digital assets may be sold pursuant to investment contracts under the 
Howey test when it issued the DAO Report in 2017.49 While digital assets themselves are 
sometimes colloquially referred to as securities, it is important to note that the Howey analysis 
evaluates transactions, not assets. Even if it is determined that an investment contract is present in 
a digital asset transaction, the digital asset itself is not the investment contract. Rather, the digital 
asset plus the promises and efforts of the promoter or third party constitute the contract, transaction 
or scheme that is the investment contract. Determining whether an investment contract exists, or 
continues to exist, requires a difficult and complex analysis of the particular facts and 
circumstances of each transaction or series of transactions.   
 
The SEC staff issued guidance on the subject in 2019, identifying more than sixty factors to be 
considered.50 Additionally, the SEC staff issued three no-action letters from 2019-2020, whereby 
the SEC staff agreed to not recommend enforcement action to the Commission if issuers sold 
tokens within specific boundaries set forth in these letters.51 In addition to the limited guidance, 
the SEC has brought a significant number of enforcement actions against token issuers, often 
asserting that tokens are sold pursuant to unregistered investment contracts.52 In 2023, the SEC 
initiated enforcement actions against major U.S. digital asset trading platforms, contending that 
they are operating as unregistered exchanges, broker-dealers, and clearing agencies because the 
tokens that trade on their platforms are investment contracts.     
 

 
48 See Miller v. Central Chinchilla Group, Inc., 494 F.2d 414 (8th Cir. 1974); Glen-Arden Commodities, 

Inc. v. Costantino, 493 F.2d 1027, 1034–1035 (2d Cir. 1974). 

49 SEC, Report of Investigation Pursuant to Section 21(a) of the Securities Exchange Act of 1934: The 
DAO (July 25, 2017), available at https://www.sec.gov/litigation/investreport/34-81207.pdf/.   

50 SEC Staff, Framework for “Investment Contract” Analysis of Digital Assets (Apr. 3, 2019), available at 
https://www.sec.gov/corpfin/framework-investment-contract-analysis-digital-assets.  

51 SEC Div. Corp. Fin., Response re TurnKey Jet, Inc (Apr. 3, 2019), available at 
https://www.sec.gov/divisions/corpfin/cf-noaction/2019/turnkey-jet-040219-2a1.htm; SEC Div. Corp. Fin., 
Response re Pocketful of Quarters, Inc. (July 25, 2019), available at https://www.sec.gov/corpfin/pocketful-quarters-
inc-072519-2a1; SEC Div. Corp. Fin., Response re IMVU, Inc. (Nov. 17, 2020), available at 
https://www.sec.gov/corpfin/imvu-111920-2a1.     

52 See SEC Crypto Assets and Cyber Enforcement Actions, available at 
https://www.sec.gov/spotlight/cybersecurity-enforcement-actions.   

https://www.sec.gov/litigation/investreport/34-81207.pdf/
https://www.sec.gov/corpfin/framework-investment-contract-analysis-digital-assets
https://www.sec.gov/divisions/corpfin/cf-noaction/2019/turnkey-jet-040219-2a1.htm
https://www.sec.gov/corpfin/pocketful-quarters-inc-072519-2a1
https://www.sec.gov/corpfin/pocketful-quarters-inc-072519-2a1
https://www.sec.gov/corpfin/imvu-111920-2a1
https://www.sec.gov/spotlight/cybersecurity-enforcement-actions
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Federal district courts have largely, but not uniformly, agreed with the SEC’s interpretations on 
how to apply Howey to the sales of digital assets. For example, district courts sided with the SEC’s 
charges that digital asset issuers sold unregistered investment contracts in the Commission’s cases 
against Terraform Labs,53 LBRY,54 Telegram,55 and Kik.56 In some of those cases, courts treated 
the tokens at issue as investment contracts in subsequent sale contexts, consistent with the SEC’s 
more recent characterization of tokens as “crypto asset securities.” In contrast, courts in Ripple57 
and Binance58 have concluded that the SEC did not meet its burden in establishing that all sets of 
transactions identified in the complaints constituted the sale of investment contracts. Specifically, 
the district court in Ripple found that while certain sales of XRP through institutional sales 
constituted the unregistered sale of investment contracts, sales of XRP through programmatic sales 
on digital asset exchanges, distributions to founders and employees, and sales made by two Ripple 
executives did not constitute the offer and sale of investment contracts. The Ripple court’s analysis 
indicated that an investment of money (one of the elements of Howey) is not present absent the 
payment of money or tangible and definable consideration and also acknowledged that the 
reasonable expectation of purchasers (one of the elements of Howey) can vary based upon the 
context of the transaction. The district court in Binance noted the different approaches of the Ripple 
and Terraform Labs courts and adopted the Ripple court’s analytical approach in dismissing the 
SEC’s claims that secondary sales of BNB by sellers other than Binance constituted the sales of 
investment contracts. The court ordered that the SEC’s claims concerning the initial coin offering 
of BNB and Binance’s ongoing sales of BNB after the ICO would move forward. In both Ripple 
and Binance the court did not adopt the SEC’s “crypto asset security” characterization, concluding 
instead that the fact that XRP and BNB, respectively, were (or may have been) at some point sold 
as the subject of an investment contract did not by itself make them securities (or what the SEC 
would characterize as “crypto asset securities”) in subsequent transactions.       
 
The legal landscape is unsettled as these cases and others make their way through the federal 
judiciary. For example, as of June 2024, the SEC has signaled that it intends to appeal the district 
court’s decision in Ripple. Additionally, the Ripple court’s reasoning has been called into question 

 
53 SEC v. Terraform Labs Pte. Ltd., — F. Supp. 3d —, No. 23 Civ. 1346, 2023 WL 8944860, at *13 

(S.D.N.Y. Dec. 28, 2023).   

54 SEC v. LBRY, 639 F.Supp.3d 211 (D.N.H. Nov. 7, 2022).   

55 SEC v. Telegram Grp. Inc., 448 F. Supp. 3d 352 (S.D.N.Y. 2020).   

56 SEC v. Kik Interactive, Inc., 492 F. Supp. 3d 169 (S.D.N.Y. 2020).   

57 SEC v. Ripple Labs Inc., 682 F. Supp. 3d 308 (S.D.N.Y. July 13, 2023).   

58 SEC v. Binance Holdings Ltd., et. al, No. 23-civ-1599, 2024 WL 3225974 (D.D.C. June 5, 2023).   
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by two other judges in the U.S. District Court for the Southern District of New York.59 Further, as 
of June 2024, Coinbase is seeking an interlocutory appeal to the Second Circuit Court of Appeals 
as to whether a digital asset transaction carrying no post-sale obligations running to the purchaser 
can be an investment contract under Howey.   
 

c. State Securities Laws and Digital Assets 
 
State securities laws existed in the U.S. prior to the implementation of the Securities Act of 1933 
and are referred to as “blue sky laws,” which is a reference to early fraudsters who would sell 
interests in non-existent buildings in the blue sky to unsuspecting victims.  Blue sky laws typically 
require registration of securities offerings in each state whose citizens are offered or sold securities. 
Since 1996, federal securities laws preempt state registration requirements for certain “covered 
securities” which includes securities listed on a national securities exchange and offered and sold 
pursuant to Regulation D, but allow states to require certain notice filings.60  State registration 
requirements continue to exist for other securities offerings and vary significantly from state to 
state.  While some states require limited information to be provided prior to the securities offering, 
other states, including California, subject offerings to a merit review and require the offering to be 
fair, just, and equitable before permitting the offering to proceed.61    
 
Blue sky laws typically have the same definition of “security” as the federal securities laws, and 
include “investment contract” within the definition.62  Accordingly, the analysis above concerning 
the applicability of the federal securities laws to digital assets can be applied to state securities 
laws as well.  Indeed, state securities regulators have been very active in seeking to enforce blue 
sky laws to initial coin offerings or cryptocurrency investment products, initiating more than 330 
inquiries and investigations, and at least 85 enforcement actions.63 
 

d. Securities Laws Considerations for ZSA Issuers 
 
ZSA issuers should obtain legal advice regarding their specific project and how best to approach 
securities law compliance. The following are certain factors that issuers should consider when 
working with counsel: 
 

● Do you intend to raise capital from the sale of the ZSAs to grow a business? Do you 
intend for ZSA holders to share in your profits and growth? 

 
59 See Terraform Labs, 2023 WL 8944860 (S.D.N.Y. Dec. 28, 2023); SEC v. Coinbase, Inc., No. 23 Civ. 

4738, 2024 WL 1304037 (S.D.N.Y. 2024).   

60 See National Securities Markets Improvement Act of 1996 and Section 18(b) of the Securities Act of 1933.   
61 See Corporate Securities Law of 1968, CAL. CORP. CODE §§ 25000–25804.   
62 See 2002 Uniform Securities Act § 102(28).   
63 See Operation Cryptosweep, NASAA, available at https://www.nasaa.org/policy/enforcement/operation-
cryptosweep/.   

https://www.nasaa.org/policy/enforcement/operation-cryptosweep/
https://www.nasaa.org/policy/enforcement/operation-cryptosweep/
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o While the specific facts and circumstances matter, these factors suggest that you 
may be intending to sell ZSAs pursuant to investment contracts, which would 
require either registration or reliance upon an exemption from registration.   

● If you are distributing ZSAs to others, what are your intended communications to the 
ZSA holders and the public more generally relating to the ZSA distribution?   

o There must be a reasonable expectation of profits from the efforts of others for an 
investment contract to exist. The SEC has consistently argued that this element is 
met by citing statements by digital asset issuers concerning the expertise of the 
issuer, the value and potential appreciation in value of the digital asset, and the 
availability of secondary markets for the digital asset. Issuers should carefully 
consider the ramifications of any communications they make to ZSA holders or 
potential ZSA holders through all channels of communication.    

● Will you limit the supply of the ZSA and exercise the burn functionality?   
o The SEC has stated its belief that limiting supply or ensuring scarcity of a digital 

asset through burning may be used to support a market for or price of a digital asset, 
and that such a factor may demonstrate that a purchaser of a digital asset is relying 
on the efforts of others under the Howey test.   

o These factors should be considered in a wider context of all the facts and 
circumstances of the offering of the ZSAs.   

● Are you issuing a ZSA that will serve as an NFT, governance token, or utility token?   
o Relying upon the label of an instrument is not sufficient for determining whether a 

ZSA may be offered or sold pursuant to a securities transaction. One cannot simply 
label an instrument an NFT, governance token, and utility token, and assume that 
the securities laws do not apply. Courts and the SEC will look to the economic 
reality of the transaction to determine whether an investment contract is present. 
For example, the SEC has brought enforcement actions against issuers of 
governance tokens and NFTs.64     

● Are you issuing ZSAs to U.S. persons?   
o The U.S. Supreme Court has defined the extraterritorial reach of the U.S. securities 

laws as “presumptively limited to (1) transactions in securities listed on domestic 
exchanges, and (2) domestic transactions in other securities.”65    

o The Second Circuit Court of Appeals further defines the second prong of “domestic 
transactions” to mean the point of irrevocable liability.66 If the purchaser incurred 

 
64 See Press Release, SEC Charges Avraham Eisenberg with Manipulating Mango Markets’ “Governance 

Token” to Steal $116 Million of Crypto Assets (Jan. 20, 2023), available at https://www.sec.gov/news/press-
release/2023-13; Press Release, SEC Charges LA-Based Media and Entertainment Co. Impact Theory for 
Unregistered Offering of NFTs (Aug. 28, 2023), available at https://www.sec.gov/news/press-release/2023-163.   

65 Morrison v. National Australia Bank Ltd., 561 U.S. 247 (2010).   

66 Absolute Activist Value Master Fund Ltd. v. Ficeto, 677 F.3d 60 (2d Cir. 2012).    

https://www.sec.gov/news/press-release/2023-13
https://www.sec.gov/news/press-release/2023-13
https://www.sec.gov/news/press-release/2023-163
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irrevocable liability within the U.S. to take and pay for a security, or the seller 
incurred irrevocable liability within the U.S. to deliver a security, then there is a 
sufficient U.S. nexus. Within the digital asset context, some courts will look to the 
location of the validating node underlying the transaction at issue.67   

o Accordingly, the U.S. securities have a broad application and any effort to avoid 
the securities laws by dealing with exclusively non-U.S. persons should be 
reviewed with securities counsel.    

● Will your ZSA offer synthetic exposure to a security?   
o In July 2020, the SEC settled an enforcement action against entities that entered 

into contracts with retail investors that provided synthetic exposure to price 
movements of stocks and exchange-traded fund shares trading in the U.S. through 
blockchain-based financial transactions.68 The order found that these contracts 
were security-based swaps subject to the U.S. securities laws.   

o In Terraform, the district court rejected the SEC’s arguments that the defendants 
sold digital assets as unregistered security-based swaps to non-eligible contract 
participants in violation of Section 5(e) of the Securities Act.69 The court found that 
all but one of the elements of the definition of security-based swaps was met: there 
was no transfer of financial risk involved.     

o Experienced securities counsel should be consulted and fully informed of any plan 
to offer synthetic exposure to a security through a ZSA to help the issuer determine 
the applicability of the securities laws.    

 
VII. Conclusion 
 
As previously stated, this white paper is intended for informational purposes only to assist ZSA 
issuers in gaining a general understanding of certain of the legal regimes they should consider 
before launching a ZSA.  You should consult your own attorney and, with counsel, conduct your 
own assessment of the facts and the relevant authorities rather than relying on this white paper for 
your own compliance determinations or for any other purpose.    

 
67 See Williams et al v. Block.One et al, Memorandum Order, 20 Civ. 2809 (S.D.N.Y Aug. 15, 2022) 

(stating “the location of the node that verified the specific transaction at issue should control in this circuit under 
Morrison’s second prong as construed in Absolute Activist” and surveying differing opinions on the subject in the 
Southern District of New York). 

68 In rePlutus Financial Inc. d/b/a Abra and Plutus Technologies Philippines Corp., Rel. No. 10801 (July 
13, 2020), available at https://www.sec.gov/files/litigation/admin/2020/33-10801.pdf.   

69 SEC v. Terraform Labs Pte. Ltd., — F. Supp. 3d —, No. 23 Civ. 1346, 2023 WL 8944860, at *13 
(S.D.N.Y. Dec. 28, 2023).   

https://www.sec.gov/files/litigation/admin/2020/33-10801.pdf

